
Online Safety
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Practice Safe Computing

• Use the latest versions –
install updates

• Use secure passwords –
unique to each site

• Use anti-virus software
• Use your computer’s 

built-in protection (e.g. 
firewall)

• Avoid SPAM
• Use secure wireless 

networks (or https://)
• Always back up your files

Resources on the Web

security.GetNetWise.org

www.microsoft.com/security

NCLnet.org/technology
(National Consumers League)
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Secure Password Example

• Unique to each site
• Mnemonic – “I Graduated Lopez High School -

June 2011” becomes IgLHSJ-2011
• You can add, for example, the last letter of the 

site’s name to make it unique to the site
• Include Upper & Lower case, numbers, 

punctuation
• Change every few months
• Don’t share passwords
• Software tools – KeePass, LastPass, IdentitySafe
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Anti-virus and Anti-malware Tools

• Protects against viruses, worms, trojan horses, 
spyware. 

• Examples: AVG Free, AVG, Avira, McAfee, 
Norton, Microsoft Security Essentials

• Be sure to let them auto-update
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Practice Safe Clicking

• Don’t open or click messages that contain ALL 
CAPS, sex, lottery winning, free prizes, 
inheritance, bad spelling/grammar, or 
unknown sender

• Phishing schemes are rampant

• Social Networks and Social Gaming are big 
conduits for Phishing and SPAM
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Kids on the Web – Resources
www.ConnectSafely.org
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Kids on the Web – Resources
www.ConnectSafely.org
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Kids on the Web – Resources
www.CommonSenseMedia.org
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Kids on the Web – Resources
www.CommonSenseMedia.org
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Tools Available to Help

• Parental Control Software

– Basic controls are built into Windows and Mac

– Can enable control over: (features vary)

• Web sites that can be visited

• Programs that can be run

• Time spent on the computer

• Time spent on the internet

• Recording & reporting sites visited, etc.
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Tools Available to Help

• Other tools: NetNanny, Cyber Patrol, Norton 
OnlineFamily, SafeEyes, Sentry PC Plus, 
Webcatcher, SafetyWeb, SocialShield, 
ParentalSoftware.org

• No software replaces the role of the parent
• Be cautious if kids want to install alternate 

browsers or secondary operating systems
• If you put in controls, check the reports to make 

sure that they are being used – kids try hard to 
get around controls and you should be suspicious 
if it shows no computer use at all
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Controls Available Elsewhere

More and more online environments allow 
control

• iPhone

• Xbox Live

• TiVo

• Wii

• iTunes

• Etc.
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Notes on Cell Phones

• Cell phones have become computers 
with full connectivity and all the 
associated problems – malicious apps, 
spam, etc.

• Cell phones (and laptops), if lost or 
stolen, expose all the information on 
them – use a lockout PIN

• Usage controls – time restrictions, 
block numbers, allow only trusted 
numbers, content filters, location 
tracking, etc.: AT&T Smart Controls, 
My Mobile Watchdog, Lockster app, 
Lookout app
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An Introduction to Facebook
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Video

Watch the 2 minute video at:
http://www.commonsensemedia.org/advice-for-parents/facebook-parents
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Social Network Risks

• Privacy

• Reputation

• Screen Time

• Exposure to inappropriate content

• Anxiety – oneupmanship and self-image

• Bullying

• Etc.
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www.connectsafely.org/fbparents
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www.facebook.com/safety
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Be Aware of your Child’s Facebook 
Presence

• Be a Facebook “friend” of your child (fake an 
account if needed or have a trusted friend 
“friend” your child)

• Routinely review your child’s Facebook page 
with them – have them walk you through their 
friend list

• Search for your child’s name or email using 
Google, Bing, etc.

• For a fee: SafetyWeb, Social Shield
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www.connectsafely.org/fbparents
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Scams

• Just as email scams exist, so do Facebook 
scams

• If it has to do with sex, death or Justin Bieber
or is in ALL CAPS  don’t click on it!
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Other Facebook Features

• Photos and Tagging
– Friends can tag you in a photo
– Facebook can notify you when you are tagged, if you select this
– You can un-tag yourself in photo
– You cannot remove photos posted by others

• Facebook Apps
– Very popular – Farmville, Mafia Wars, surveys, etc.
– Apps have access to your private information and can share it with 

others
– You can see and edit a list of apps associated with your account

Good suggestions at: 
www.allfacebook.com/facebook-privacy-new-2009-12
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Other

• Webcams – skype, chat roulette, omegle, etc.

• Texting, sexting and bullying

• Data collection – cookies, ads, tracking, etc.

• Twitter – the same exposure, risks, and scams

• “Filter Bubble” – your web has a point of view
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